
 
 
 

iSeries security and compliance software - what’s most 
important for you? 

 
 

  Maximum protection? 
 Amazingly simple operation? 
 Powerful auditing and reporting? 
 Penetrating assessment capabilities? 
 Control of policy through templates? 

 

   
 

Fortunately, there is a product comprising all of these, 
giving you the highest ROI in its class: 

 

 
 

Maximum security, simply! 
 
 

Simplicity  Ease of Use  Protection  
System management  Policy Control    Auditing  

Alerting  Access Control  Compliancy  Reporting 

 
 



 

 
Someone could be manipulating 
information on your i5 or iSeries and 
you may never know about it. Even 
using a hardware firewall, your 
computer is still open to penetration 
from outside and misuse from within by 
people with more system authority 
than they need. Your data can be 
viewed, changed and even deleted - 
without trace. 
 
Bsafe/Enterprise Security is a 
comprehensive security solution for the 
iSeries to prevent misuse of your 
system. It is an unparalleled 
combination of exit-point access 
control, monitoring, auditing, reporting, 
IDS alerting and general security 
management in a single product, all 
tightly controlled through an easy-to-
use GUI.  

 
Bsafe/Enterprise Security gives you 
the ultimate answer to key issues faced 
by corporate executives and computer 
security personnel in today’s age of 
compliance. 
 
Bsafe/Enterprise Security uses 
client/server architecture. The essential 
protection and reporting software 
resides internally within the iSeries 
giving native protection while 
definitions and control are handled 
through a friendly and intuitive GUI 
interface on one or more PC’s on the 
network.  
 
 

 

 
 

 



 
Included Modules 

 

1.  Windows-based GUI 
management console with on-line 
help.  

 
2.  Application Access Control 

for iSeries and Linux including 
 

• Permissions by group 
• User/IP address control 
• Account swapping.  
• Time control 
• Replication across multiple 
servers 
• File protection against power 
users 
• Linux optional sub-module 

 
3.  Application Audit. Application 

Access Control for iSeries and 
Linux. Exit point supremacy. 

 
4.  Application Analyzer. A 

graphical network traffic analyzer.  
 
5.  File Audit. A data integrity 

monitor showing field-level 
database changes. 

 
6.  System Audit. Control of 

system journal policy, event 
viewing and reporting. 

 
7.  iSeries System Inquiries. 

On-line reports of object and user 
authorities. 

 
8.  User Profile Manager. 

Efficient and effective iSeries user 
management. 

 
9.  Object Authorization 

Manager. Object authority 
management made easy. 

 
10.  iSeries Port Restriction 

Manager. Lock down access to 
iSeries ports. 

 

Benefits 
 
Ease of Use. Bsafe/Enterprise 
Security is the leader not just in 
functionality, but also in the clarity and 
user-friendliness of its PC interface. It 
is this feature that brings advanced 
iSeries security and auditing to 
experienced and inexperienced iSeries 
administrators alike. It works with 
iSeries HTTP servers including the 
latest i5 Apache server. 
 
Compliance with Sarbanes-Oxley, 
HIPAA, COBIT, Basle II, ISO 17799 
and other rigid requirements. 
 
Maximum protection of your 
iSeries through flexible access control 
of users both outside and within your 
organization - including authorized and 
power users. 
 
Powerful auditing capabilities to 
identify system and data access events 
and trends. 
 
Extensive reports and inquiries to 
comply with tight auditing demands. 
 
Management of an ordered audit 
policy made easy by the intuitive GUI. 
 
Early warning – the built-in IDS 
(intrusion detection system) will alert 
you of unauthorized access attempts, 
failed login attempts and other 
activities the moment they occur. 
 
A single, integrated product 
comprising all the major security 
functions: exit point access control, 
IDS, audit, policy definition and other 
principal administration tasks through 
an intuitive PC interface. 
 
Multi-Platform allowing you to 
control access across different 
machines and platforms in one GUI. 
 
Reduction in server load following 
the elimination of unwanted activity. 



 

11.  Alerts. Intrusion detection 
system (IDS) for network and 
system events. 

 
12.  Field Encryption/Masking 

(optional module. Keep sensitive 
field values safe.) 

 
13.  Administration Role 

Manager. Grant selected tasks to 
your administrators. 

 
14.  Central Audit. A multi-source 

audit history including read-record 
field values. 

 

15. Session Time-Out. Control of 
idle-time allowed by user or group 
and action to take. 

 
ROI. Reduction of administration and 
development time spent in preventing 
of data theft, misuse and investigating 
suspicious events. All in all, the richest 
feature access control and security 
solution for your money.  

 

Before you decide which product to implement, check out these points first: 

 Bsafe ? 
Is it simple enough to allow operation by administrators not expert in 
iSeries? 

  

Does it allow you to implement the product quickly with few definitions?   
Does it allow restrictions by user, IP address, user groups and group 
profile? 

  

Can you define permissions by application server, sub-function, library 
and object? 

  

Does it include an IDS with alerts to your PC, email, SMS, SNMP and to 
external systems? 

  

Can its IDS send alerts following system events like system value  
hanges or bad password? 

  

Does it allow you to control any number of iSeries servers worldwide  
from a single GUI? 

  

Does it provide full GUI management including system journal,  
receivers and audit policy? 

  

Does it ship with dozens of pre-defined audit reports of system and  
network activity? 

  

Does it provide on-line view of system journal events from your PC with 
filtering and drill-down? 

  

Is there a report generator to create custom-built reports?   
What about graphical traffic analysis tools to pinpoint attacks and 
unauthorized access? 

  

Multi-Platform? Can you control access to iSeries boxes and Linux 
machines from a single GUI? 

  

 

 

 

 



 

 

 

What Bsafe Customers Say 

 

“Bsafe’s product was particularly outstanding in its features and we found it to be the 
most user-friendly GUI by far... The support we’ve received has been incredible”.  
 
“This was exactly the software I had been looking for... it had certainly helped us 
increase the security level on our AS400 system”. 
 
“Thanks to Bsafe/Enterprise Security, day-by-day security maintenance will be easier 
and more accurate”.  
 
 “One of my biggest fears - hackers getting hold of an existing high security 
password - has been reduced enormously due to Bsafe's IP address and time range 
control". 
 
 
ABOUT LIFE IT 
 
 
Life IT specialise in business support and consultancy for iSeries and Domino 
environments:  
 
Business Support    Operational 
    Technical 
    Application 
 
Consultancy    Security  
    High Availability 
    Consolidation 
    Single Sign On 
    Linux on iSeries 
    Mail & Messaging 
 
As an IBM premier business partner, we extend our services with IBM hardware and 
software licensing, renewals & replacement.  
 
Life IT provides any combination of application, operational and technical support no 
matter what the customer’s legacy environment, no matter how long support is 
projected for. We tackle complex systems where a combination of requirements 
would normally mean that more than one party is required.  
 
Our support infrastructure includes cover from 7am to 6pm, 365 days a year, with 24 
by 7 support available on request. Working to agreed service levels for response and 
fix times, we provide a wide range of first or second line support services.   
 
 
 
 
 
 
 
 



 

 
 
CONTACT LIFE IT 
 
For more information, please do not hesitate to contact Life IT.  
 
 
 
 
 
 
 
 

 

 

Life IT Limited 

2 The Grange 

Altrincham Road 

Wilmslow 

Cheshire 

SK9 5ND 

 

e-mail: info@lifeit.co.uk 

 

Telephone: 01625 548111 

 

 

 
 
 
 
 


