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A List of Shipped Reports, User-defined Reporting Options 
and On-screen Inquiries included in the Product 

 
Table of Contents 

 
1. System Audit Reports 

Reports of system activity logged in the System Audit (System Journal). 
Real-time inquiry, pre-prepared ‘canned’ reports and a report generator with 
rich filtering and sort options. 

 
2. Application Audit Reports 

Network access to the iSeries. Real-time inquiry, summary reports, summary 
graphs, detail reports, pre-prepared ‘canned’ reports and a report generator 
with rich filtering and sort options. 
 

3. OS/400 Internal Security Reports 
Set of critical controls for special authorities, user password status, user 
profile settings, object authorities, unprotected libraries, system values and 
authorization lists. 

 
4. File Audit Reports 

Real-time, on-screen display of changes to DB2 files and records 
pinpointing changes in data fields and a powerful report generator with 
multiple-file, user and event type parameter selection.  
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5. Central Audit Reports 
Reports from a consolidated archive and audit into which Audit information 
is imported from several different audits from one or more remote iSeries or 
mainframe servers.  On-line inquiry with drill-down and event-specific 
parsing, pre-prepared ‘canned’ reports and a report generator with rich 
filtering and sort options. 

 
6. View-Data Reports 

Log of information viewed in the native environment or via the network 
 

7. Compliance Policy Reports 
Template-managed compliance policy with reports of defined templates and 
deviations from defined policy when run against the system. Summary, list 
and detailed level reports. 

 
8. SOX Compliance Reports 

Control reports for system and network activity dedicated to the needs of the 
SOX auditor. 

 
9. Inactive User Reports 

Range of reports based on the disabling of inactive users with detailed 
selection on the current status of these profiles. 

 
10. SQL Statement Reports 

Statement detail of native SQL commands. 
 

11. Authority Swap Reports 
Monitoring of authority swapping operations and the activity done under 
swapped profiles. 

 
12. Network Account Permissions Reports 

Breakdown of defined network access permissions. 
 

13. Native Reports  
Various additional, informative reports from the Bsafe native menu. 
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1. System Audit Reports 
 

Reports of system activity in the form of events logged in System 
Audit (System Journal). Pre-prepared ‘canned’ reports plus report 
generator with rich filtering and sort options. 
 

a. List of Reports 
 

Report 
Nbr 

Report Name Report Group 

1 SYSTEM VALUE CHANGES SECURITY 

2 INCORRECT USER AUTFAIL 

3 INCORRECT PASSWORD AUTFAIL 

4 OBJECTS AUTHORITY CHANGES SECURITY 

5 DELETE OBJECTS DELETE 

6 CREATE OBJECTS - NEW CREATE 

7 OBJECT OWNERSHIP CHANGED SECURITY 

8 AUTHORITY FAILURE AUTFAIL 

9 PROGRAM ADOPTED AUTHORITY PGMADP 

10 USER PROFILE CREATE / CHANGE / 
RESTORE 

SECURITY 

11 CHANGE OBJECT AUDIT SECURITY 

12 RESTORED OBJECTS ( REPLACE 
EXISTING ) 

SAVRST 

13 RESTORED OBJECTS ( NEW ) SAVRST 

14 CHANGES TO THE USER PARAMETER 
OF A JOB DESCRIPTION 

SECURITY 

15 NETWORK ATTRIBUTES CHANGED SECURITY 

16 USER COMMANDS CMD 

17 MOVE OBJECTS OBJMGT 

18 RENAME OBJECTS OBJMGT 

19 A PROGRAM WAS CHANGED TO ADOPT 
OWNER AUTHORITY 

SECURITY 

20 DELETED SPOOLFILES SPLFDTA 
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Report 
Nbr 

Report Name Report Group 

21 RESTORED ADOPTING AUTHORITY 
PROGRAMS 

SAVRST 

22 CHANGE OBJECT AUTHORITY DURING 
RESTORE 

SAVRST 

23 RESTORED JOB DESCRIPTION SAVRST 

24 RESTORED OBJECTS ( CHANGE OBJECT 
OWNERSHIP ) 

SAVRST 

25 RESTORED OBJECTS (CHANGE 
PRIMARY GROUP) 

SAVRST 

26 CREATE SPOOL FILES SPLFDTA 

27 HOLD SPOOL FILES SPLFDTA 

28 RELEASE SPOOL FILES SPLFDTA 

29 CHANGE DLO AUDITING 
(CHGDLOAUD) 

SECURITY 

30 CHANGE AUDIT ATTRIBUTES 
(CHGUSRAUD) 

SECURITY 

31 JOB TO WHICH WAS GIVEN 
DESCRIPTOR 

SECURITY 

32 ADOPTED AUTHORITY PROGRAM 
STARTED 

PGMADP 

33 ADOPTED AUTHORITY PROGRAM 
ENDED 

PGMADP 

34 SUBMITTED JOBS JOBDTA 

35 CHANGED JOBS JOBDTA 

36 JOBS ENDED SUCESSFULLY JOBDTA 

37 HOLD JOBS JOBDTA 

38 DISCONNECTED JOBS JOBDTA 

39 END JOB COMMANDS USED JOBDTA 

40 RELEASED JOBS JOBDTA 

41 STARTED JOBS JOBDTA 

42 PRESTART JOB STARTED JOBDTA 

43 CREATE OBJECTS (REPLACING THE 
EXISTING ONES) 

CREATE 

44 PRINTER OUTPUT SENT TO REMOTE PRTDTA 
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Report 
Nbr 

Report Name Report Group 

SYSTEM 

45 PRINTER OUTPUT SPOOLED AND 
PRINTED 

PRTDTA 

46 ADD VALIDATION LIST ENTRY ( 
INTERNET USER ) 

SECURITY 

47 ALL ACTIONS ON VALIDATION LISTS SECURITY 

48 CHANGE VALIDATION ENTRY SECURITY 

49 FIND VALIDATION LIST ENTRY SECURITY 

50 REMOVE VALIDATION LIST ENTRY SECURITY 

51 VALIDATION LIST ENTRIES VERIFIED 
SUCCESFULLY  

SECURITY 

52 OBJECTS DELETED FROM QGPL 
LIBRARY 

DELETE 

53 ADOPTING AUTHORITY PROGRAMS 
STARTED BY QUSER 

PGMADP 

54 NEW OBJECTS CREATED IN RMTSMP 
LIBRARY 

CREATE 

55 JOBS SUBMITTED BY USER BSAFE JOBDTA 

56 JOB DATA BEING MODIFIED JOBDTA 

57 START OF JOBS SERVING BSAFE400 
GUI REQUESTS 

JOBDTA 

58 OBJECTS REPLACED IN RMTSMP 
LIBRARY 

OBJMGT 

59 ERROR DURING LOGON ON NETWORK 
SERVER 

AUTFAIL 

60 ATTEMPTS TO RUN RESTRICTED 
MACH. INTERFACE INTSTRU 

PGMFAIL 

61 OBJECTS CHANGES OBJAUD 

62 OBJECTS READ OBJAUD 

63 SYSTEM ENVIRONMENT VARIABLES 
CHANGES 

SECURITY 

64 SUBSYSTEM ROUTING ENTRY 
CHANGES 

SECURITY 

65 All JOB DATA JOBDTA 
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Report 
Nbr 

Report Name Report Group 

66… 

System Journal Report generator. Fully 
flexible of user-defined report for system 
journal activity. Includes user-defined 
selection of action type and user selection by 
Bsafe user grouping. 

User defined 
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b. Selected Examples 

 
1. Objects Moved to or from IFS (new report). Output type: iSeries spool file. 

Run from:  Bsafe GUI 
Runs on:  iSeries server 
Output: Bsafe GUI, PC Printer, iSeries spool file, PDF 
Run options: batch, scheduler 

 

 
 
 



© Copyright 2007 Bsafe Information Systems, Ltd. All rights reserved. This document is the 
property of Bsafe Information Systems, Ltd.  It cannot be passed on to any party, individual or 
organization without the express permission of Bsafe Information Systems. www.bsafesolutions.com 
 
Tel +1-201-5030021, +1-877-2378024 (toll free), +972-9-9610400 (international). 

  
 

2. All Activity Monitoring Including IP Address.  
Run from:  Bsafe GUI 
Runs on:  iSeries server 
Output: Bsafe GUI, PC Printer, iSeries spool file, PDF 
Run options: batch, scheduler 
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3. On-line Inquiry.  
Run from:  Bsafe GUI. 
Runs on:  Bsafe GUI, while accessing iSeries server 
Output: GUI screen. 
Run options: On-line filtering, drill-down to event detail, parsing to 

match event type. 
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4. On-line Inquiry Drilldown, Showing Parsing of Event. 
Run from:  Bsafe GUI. 
Runs on:  Bsafe GUI, while accessing iSeries server 
Output: GUI screen. 
Run options: On-line filtering, drill-down to event detail, parsing to 

match event type. 
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5. Incorrect Password or User Report. Preview of iSeries spool file via the 
Bsafe GUI. 

 
Run from:  Bsafe GUI. 
Runs on:  iSeries server 
Output: Bsafe GUI, PC Printer, iSeries spool file, PDF 
Run options: Submit or schedule. 
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2. Application Audit Reports.  
 

Network access to the iSeries. Real-time inquiry, summary 
reports, detail reports, pre-prepared ‘canned’ reports and report 
generator with rich filtering and sort options. 

 
a. List of Summary Reports 

 
No.  Report Name  Sort by fields  

1  FTP Events Date/Time; User; SWR Status (Success/Warning/Reject); 
IP Address; Function, Library, Object, Event  

2 FTP Client Events As above  

3 Database Events As above  

4 DDM Events As above  

5 Telnet Logon As above  

6 File Server Events As above  

7 Reject Events Date/Time; User; IP Address; Server; Function, Library, 
Object, Event 

8 Warning Events As above  

9 User Defined 
Report Generator 

Depending on selection 
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b. List of Detailed Reports 
 

No.  Report Name  Group by fields  

1  User Activity by 
Function  

USERS;SERVERS;FUNCTIONS;SWR (STATUS: 
SUCCESS, WARNING, REJECT)  

2  User Activity by 
IP Address  

USERS;IP ADDRESSES;SERVERS;FUNCTIONS;SWR  

3  IP Address 
Activity by User  

IP ADDRESSES;USERS;SERVERS;FUNCTIONS  

4  
IP Address 
Activity by 
Function  

IP ADDRESSES;SERVERS;FUNCTIONS;SWR  

5  
Telnet IP 
Address Activity 
By Device  

IP ADDRESSES;DEVICE;SWR  

6  SWR Activity by 
User  

SWR;USERS;SERVERS;FUNCTIONS  

7  SWR Activity by 
IP Address  

SWR;IP ADDRESSES;SERVERS;FUNCTIONS  

 
 

c. List of Table/Graphs 
 

No.  Report Name  

1  Activity by Function  

2  Activity by User  

3  Activity by Status (success, warning, reject)  

4  Activity by IP Address  
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d. List of Native Reports 
 

No.  Report Name  Description 

1  FTP Requests 
 

Network events which have occurred 
through the FTP server. 

2 Telnet logon  
 

Network logon events which have 
occurred through the iSeries Telnet 
server. 

3 Database server 
 

Network events which have occurred 
through the iSeries database server. 

4 Remote Command Requests 
 

Network events which have occurred 
through the iSeries remote command 
server. 

5 IFS Report 
 

Network events which have occurred 
through the iSeries file server. 

6 TFTP Requests 
 

Network events which have occurred 
through the iSeries TFTP server. 

7 Message Server 
 

Network events which have occurred 
through the iSeries message server. 

8 All Events 
 

All Network events which have 
occurred through the various iSeries 
network servers. 

9 FTP Client  
 

Network events which have occurred 
through the FTP client server. 

10… User Defined 
 

Network events which have occurred 
through the various iSeries network 
servers, in accordance with the 
definitions made. 
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e. Selected Examples 
 
1. Real-time, on-screen inquiry.  
 

Run from:  Bsafe GUI 
Runs on:  Bsafe GUI while accessing iSeries server 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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2. User Activity by IP Address, Summary Report.  
 

Run from:  Bsafe GUI 
Runs on:  Bsafe GUI while accessing iSeries server 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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3. Database (ODBC, JDBC) Event Detail Report.  
 

Run from:  Bsafe GUI 
Runs on:  Bsafe GUI while accessing iSeries server 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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4. User Activity by Function, Detail Report.  
 

Run from:  Bsafe GUI 
Runs on:  Bsafe GUI while accessing iSeries server 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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5. Traffic Distribution by Time Report.  
 

Run from:  Bsafe GUI 
Runs on:  Bsafe GUI while accessing iSeries server 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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6. Network Access Breakdown by Server, User, Success and IP Address  
 

Run from:  Bsafe GUI 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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7. Network Access Events Inquiry 
 

Run from:  Bsafe Green Screen menu 
Output: Native screen.  
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7. Network Access Events Report 
 

Run from:  Bsafe Green Screen menu 
Output: Native screen, spool file.  
 



© Copyright 2007 Bsafe Information Systems, Ltd. All rights reserved. This document is the 
property of Bsafe Information Systems, Ltd.  It cannot be passed on to any party, individual or 
organization without the express permission of Bsafe Information Systems. www.bsafesolutions.com 
 
Tel +1-201-5030021, +1-877-2378024 (toll free), +972-9-9610400 (international). 

  
 

 
3. OS/400 Internal Security Reports 

 
Set of critical controls for special authorities, user password 
status, user profile settings, object authorities, unprotected 
libraries, system values and authorization lists 

 
a. List of Reports 

 

No.  Report Name  Description 

1  Object Permissions Inquiry  
 

Shows the server permissions that have 
been defined for accounts  at the library 
or object level 

2 Authorization List Inquiry 
Show all authorization lists in the 
system – by name or by user 

3 (Security) System Values Inquiry lists OS/400 system values 

4  Password Status Inquiry 
Lists essential sign-on and password 
information for iSeries user profiles. 

5 Object Authorities of Sensitive 
Commands 

List the OS/400 object authorities of 
sensitive CL commands 

6 Object Authorities of User Profiles 
List the OS/400 authorities to user 
profile objects 

7 Object Authorities of Libraries 
List the OS/400 authorities to library 
objects 

8 User Profile Special Authorities 
All special authority designations for 
users 

9 User Profile Environment 
List of environment value (current 
library initial menu etc) for all users 

10 Libraries with *Public Authority 
other that *exclude 

List of libraries which may be generally 
accessed. 
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b. Selected Examples 
 

1. User Profile Special Authorities  
Run from:  Bsafe GUI 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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2. User Profile Password Status  
Run from:  Bsafe GUI 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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3. Authorization Lists by User  
Run from:  Bsafe GUI 
Output: Bsafe GUI, PC Printer, CSV, PDF 
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4. File Audit Reports   

 
Real-time, on-screen display of changes to DB2 files and records 
pinpointing changes in data fields and a powerful report generator 
with multiple-file, user and event type parameter selection.  
  

a. Selected Examples 
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5. Central Audit Reports 
 

Reports from the Central Audit, a combined archive and audit 
facility, into which Audit information is imported from several 
different audits in one or more remote iSeries or mainframe 
servers.   
 
On-line inquiry with drill-down and event-specific parsing, pre-
prepared ‘canned’ reports and a report generator with rich 
filtering and sort options. 
 

a. Selected Examples 
 
1. System Audit data in Distributed Central Audit on Windows Server. 

Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 
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2. System Event Detail in Distributed Central Audit on Windows Server. 
Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 
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3. RACF (Mainframe) Events in Central Audit on Windows Server. 
Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 
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4. RACF (Mainframe) Event Detail in Central Audit on Windows Server. 
Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 

 

 
 
 
 
 
 
 
 
 
 
 



© Copyright 2007 Bsafe Information Systems, Ltd. All rights reserved. This document is the 
property of Bsafe Information Systems, Ltd.  It cannot be passed on to any party, individual or 
organization without the express permission of Bsafe Information Systems. www.bsafesolutions.com 
 
Tel +1-201-5030021, +1-877-2378024 (toll free), +972-9-9610400 (international). 

  
 

 
 
 

5. ‘All-in-one’ Report – HTML Preview Before Creation of PDF Output file 
Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 
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6. ‘All-in-one’ Report –Excel Output file 

Run from:  Bsafe GUI 
Runs on:  Remote database 
Output: Bsafe GUI, PC Printer, PDF, TXT, CSV, XLS or QRP 
Run options: On-line, Windows background, Windows scheduler 
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6. View Data Reports 
 

Log of information viewed in the native environment or via the 
network 
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7. Compliance Policy Reports 
 

Template-managed compliance policy with reports of defined 
templates and deviations from defined policy when run against the 
system. Summary, list and detailed level reports. 

 
Run from:  GUI and Bsafe green screen menu 
Run on:   iSeries server 
Output:  iSeries spool file, printer. 

 
 

1. System Value Template 
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2. Object Authority Template 
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3. User Profile Compliance Check Report – Deviation Summary 
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3. User Profile Compliance Check Report – Deviations List 
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4. Object Authority Compliance Check Report - Detail 
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8. SOX Compliance Reports 
 

Control reports for system and network activity dedicated to the 
needs of the SOX auditor. 

 
Run from:  GUI and Bsafe green screen menu 
Run on:  iSeries server 
Output: iSeries spool file, printer. 

 
1. System Activity Control Reports 
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2. Network Activity Control Reports 
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3. System Activity Control Alerts 
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4. Network Activity Control Alerts 
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9. Inactive User Reports 
 

Range of reports based on the disabling of inactive users with 
detailed selection on the current status of these profiles. 

 

 
 

 
 

 
 
 



© Copyright 2007 Bsafe Information Systems, Ltd. All rights reserved. This document is the 
property of Bsafe Information Systems, Ltd.  It cannot be passed on to any party, individual or 
organization without the express permission of Bsafe Information Systems. www.bsafesolutions.com 
 
Tel +1-201-5030021, +1-877-2378024 (toll free), +972-9-9610400 (international). 

  
 

10. SQL Statement Reports 
 

Statement detail of native SQL commands. 
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11. Authority Swap Reports  
 

Monitoring of authority swapping operations and the activity 
done under swapped profiles. 

 
1. The Events in Which Authority Swapping was Initiated  
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1. The Events Occurring While Swapping was Active Showing Real 
User and Swapped Authority  

 

 



© Copyright 2007 Bsafe Information Systems, Ltd. All rights reserved. This document is the 
property of Bsafe Information Systems, Ltd.  It cannot be passed on to any party, individual or 
organization without the express permission of Bsafe Information Systems. www.bsafesolutions.com 
 
Tel +1-201-5030021, +1-877-2378024 (toll free), +972-9-9610400 (international). 

  
 

12. Network Account Permissions Reports 
 

Breakdown of defined network access permissions. 
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13. Native Reports  
 

Various additional informative reports from the Bsafe native 
menu. 

Run from:  Bsafe green screen menu 
Run on:  iSeries server 
Output: iSeries spool file, printer. Some may be scheduled. 

 

No. Report Name  Report Description  

1 Authorizations Report A list of network permissions defined for 
an account: User ID, group profile, generic 
name, Bsafe group or IP address range. 

2 Bsafe Group Member List A list of members in a Bsafe group. 

3 User Profile List A list of OS/400 user profiles. 

4 Account Swap List A list of Bsafe accounts defined with swap 
profiles 

 

 


